How to Hack Windfarms: Exposing ICS
Vulnerabilities Using Shodan
A Critical Look o’.rn Cyberseculgty NN




Infroduction

Is OT Security just about connecting wind farms?e
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Hazards in OT Security

SHODAN
THE WORLDS MOST DANGEROUS SEARCH ENGINE

o SHoDAN

The search engine for Power Plants

) en » TOr Internet-connectead aev

Create a Free Account ; mm

The Terrifving Search Engine
That I'inds Internet-
~ / Connected Cameras, Traffic
\‘ A . Lights, Medical Devices,
I Baby Monitors And Power

\ |
7 | \/ g Plants
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Search Query: port:502

Explanation: Modbus is a
common profocol used in ICS,

including wind farms, on port 502.

Result Example: "Over 700,000
devices globally using Modbus,
many of which could be exposed

if impropery configured.*

Relevance to Wind Farms: Many
wind farms use Modbus for
turbine conftrol, and exposure
could lead to unauthorized

access.

Shodan Search examples
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Shodan Search examples

SIEMENS
Search Query: SCALANCE S615

Explanation: SCALANCE routers Loin
are commonly used for

networking ICS devices in wind

farmes. Namer | ]

Password:

Result Example: 47 SCALANCE Login
routers in Germany found, with Switch to frewalllogin

some u Si n g d efO U ” cre d en TlO | S. For information about browser compatibility please refer to the manual

Relevance to Wind Farms:

Unsecured routers can expose

. Enter the default password “admin” in "Current User Password". 4. For . g " - B\
wind farm networks to cyber- *New Password", enter the new password. T ~225 L U

OTTO Cks Siemens

hitps://cache.industry.siemens.com » att_932888 PDF

SCALANCE S615 Getting Started
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Shodan Search examples

80.90.224.152

& SSL Certificate

Search Query: port:3389 (RDP 4,206,467
has_screenshot:true "SCADA"

mm Ukraine. Odesa

self-signed

Explanation: Remote Desktop

Protocol (RDP) is used for remote

management and can be linked
to SCADA system:s.

Result Example: “Total Results :

4,206,467

27 RDP instances found, with
some linked to SCADA systems in

industrial sectors like wind farms".

Relevance to Wind Farms:
Unsecured routers can expose

wind farm networks to cyber-

attacks
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Shodan Search examples

Search Query:
screenshot.labelics vnc

Explanation: Shodan can return
screenshots of exposed ICS

systems.

Result Example: “280 ICS device
screenshots, including turbine

controls."

Relevance to Wind Farms:
Exposed screenshots of control
panels can provide attackers with
direct access to wind farm

management systems
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Shodan Search examples

Search Query: running outdated

’. SHODAN Explore Downloads Pricing &2 http title:

technologies

Explanation: interfaces running outdated

technologies such as Jetty 3.1 and Windows
Product Spotlight: We've Launched a new AP for Fast Vulnerability Lookups. Check out

2000. W - Wind Farm Portal (ver. 13.04.01) Sierpc
Common Attack Vectors

Brute-Force Attacks: Automated scripts target

open login portals by repeatedly trying different

username/password combinations.
Wind Farm Total Summary

. . NC2 Wind Farm Portal Y — 31.07.2001
Man-in-the-Middle (Port 80): Unencrypted HTTP O 1 (1)
Total Production 18205.77 MWh

Jtrol Login

portals (Port 80) allow attackers to intercept login ® oo ® cocure © aae ot P 162057
. ata AVE I3 i
credentials. Seanee [N Availabili N
Password - "l'-ﬁll-ﬂhll“ﬂ'!I Q8.73 04

Capacity Factor 13.65 %
Mean Wind Spaed 4.6 mfs

Exploiting Vulnerabilities: Ports like 443 and 8443
Select Language
may expose unpatched web server PY—

vulnerabilities, allowing attackers to gain conftrol

or inject malicious code.
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Vulnerable PLC Example

i}

Product Spotlight: Keep track of what you have connected to the Internet. Check out

192.71.26.78

'. SHODAN Explore Downloads Pricing & "Siemens SIMATIC" "S7" OR "Schneider Electric" "Modicon"

FIND —

172.232.216.48

I italy, Milan

SEARCH = X

213.182.90.33
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Vulnerable Windpark Example

Femsteuerung von Windkraftanlagen Heim  Bedienfeld Produktionsgeschichte ~ Karte ~ CPU-Dienst  Aufstellen

Turbine N. WTG032 — Mod.IT

Wind Speed Wind Align Error

RESEARCH

A

SIEMENS ET 200SP station_2/master_Plc H AC K

master_Plc
Login
+ Startseite SIEMENS 15108P.1 PN 125500 135510 125530 135540 135200 125840
. Allgemein:
» Variablenstatus AU ER MT .
Projekiname: ITWind_40_Yaw_testpitch3
» Beobachtungstabelien TIA Portal: V16
135530 135540 135550 135800
+ DataLogs Stationsname: ET 2008P station_2 Leistung [KW] = Neigung[7]  Rotordrehzahl ® Wind
Baugruppenname: master_Plc

+ Anwenderdateien

SIMATIC Baugruppentyp: CPU 1510SP-1 PN Maschinenstatus Produkdion

ET200SP
+ Anwenderseiten T Notfallkette: Geschlossen Durchschnittiche Leistung 5 Minuten

3ls

Status:
+ Filebrowser R R CE e Automatisch: Hon Stromausfall: Inaktiv

Slatus: €3 Fehler Alarm: Niemand Die heutige Produktion
v Intro Betriebsartenschaiter: RUN Windstatus: OK Gesamtproduktion

i@
=

Rotorgeschwindigkef 41,5 U/ min
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Vulnerable Windpark Example

Location Windfarm |
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Most Common OT Cybersecurity Myths

l l l

We don’t connect to Control systems are Hackers don’t understand
The internet behind a firewall Control systems

l l

Our facility is not @ Our safety systems will
target Protect us
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Why are these Attacks possible?

Default Less/No Encryption

Configuration Updates Less/No

No Policies & Less/No Latency

Procedures Segmentation Concerns
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Your Partner in Wind Farm Cybersecurity

Preparation Phase:
We start with awareness training and assess your current security with a Cyber

Security X-Ray.
Implementation & Certification:

We implement security measures, prepare for audits, and provide team training.

Operational Support:
We offer ongoing support to keep your systems compliant, secure, and up to date.
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