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A Critical Look at Cybersecurity Risks

How to Hack Windfarms: Exposing ICS 

Vulnerabilities Using Shodan
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Introduction
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 Is OT Security just about connecting wind farms?
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Hazards in OT Security
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SHODAN

THE WORLDS MOST DANGEROUS SEARCH ENGINE
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Shodan Search examples
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Modbus over TCP/IP (using port 502)

Search Query: port:502

Explanation: Modbus is a 

common protocol used in ICS, 

including wind farms, on port 502.

Result Example: "Over 700,000 

devices globally using Modbus, 

many of which could be exposed 

if improperly configured.“

Relevance to Wind Farms: Many 

wind farms use Modbus for 

turbine control, and exposure 

could lead to unauthorized 

access.
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Shodan Search examples
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Flagship router from Siemens SCALANCE S615

Search Query: SCALANCE S615

Explanation: SCALANCE routers 

are commonly used for 

networking ICS devices in wind 

farms.

Result Example: 47 SCALANCE 

routers in Germany found, with 

some using default credentials.

Relevance to Wind Farms: 

Unsecured routers can expose 

wind farm networks to cyber-

attacks
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Shodan Search examples
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Web Interfaces SCADA

Search Query: port:3389(RDP 

has_screenshot:true "SCADA"

Explanation: Remote Desktop 

Protocol (RDP) is used for remote 

management and can be linked 

to SCADA systems.

Result Example: “Total Results : 

4,206,467

27 RDP instances found, with 

some linked to SCADA systems in 

industrial sectors like wind farms“.

Relevance to Wind Farms: 

Unsecured routers can expose 

wind farm networks to cyber-

attacks
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Shodan Search examples
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screenshot.label:ics vnc

Search Query: 

screenshot.label:ics vnc

Explanation: Shodan can return 

screenshots of exposed ICS 

systems.

Result Example: “280 ICS device 

screenshots, including turbine 

controls."

Relevance to Wind Farms: 

Exposed screenshots of control 

panels can provide attackers with 

direct access to wind farm 

management systems
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Shodan Search examples
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screenshot.label:ics vnc

Search Query: running outdated 

technologies

Explanation: interfaces running outdated 

technologies such as Jetty 3.1 and Windows 

2000. 

Common Attack Vectors

Brute-Force Attacks: Automated scripts target 

open login portals by repeatedly trying different 

username/password combinations.

Man-in-the-Middle (Port 80): Unencrypted HTTP 

portals (Port 80) allow attackers to intercept login 

credentials.

Exploiting Vulnerabilities: Ports like 443 and 8443 

may expose unpatched web server 

vulnerabilities, allowing attackers to gain control 

or inject malicious code.
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Vulnerable PLC Example
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Siemens S7 series of PLC controllers

SEARCH

FIND

1 2
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Vulnerable Windpark Example
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Presentation of the energy consult GmbH

3

RESEARCH

HACK

4
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Vulnerable Windpark Example
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Location

Location Windfarm
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Most Common OT Cybersecurity Myths
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Wind farms under operational management

MYTH 1

We don´t connect to

The internet

MYTH 2

Control systems are 

 behind a firewall

MYTH 3

Hackers don´t understand

 Control systems

MYTH 4

Our facility is not a

 target

MYTH 5

Our safety systems will

 Protect us
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Why are these Attacks possible?
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Wind farms under operational management

Default

Configuration

Less/No

Updates
Encryption 

Less/No

Less/No

Segmentation

No Policies & 

Procedures
Latency 

Concerns

Legacy

System
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Your Partner in Wind Farm Cybersecurity
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Explore how energy consult can secure your critical infrastructure.

Preparation Phase:

We start with awareness training and assess your current security with a Cyber 

Security X-Ray.

Implementation & Certification:

We implement security measures, prepare for audits, and provide team training.

Operational Support:

We offer ongoing support to keep your systems compliant, secure, and up to date. 
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